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‘To work is to pray.’ 
 

 ‘Every child has the right to reliable information from a variety of sources, and governments should 
encourage the media to provide information that children can understand. Governments must help 

protect children from materials that could harm them’. 

Article 17  of the United Nations Convention on the Rights of the Child. 
 
 
1.1 Aims and Policy Scope 
 
St Bede’s RC Primary School identifies that the internet and information communication 
technologies are an important part of everyday life, so children must be supported to be able to 
learn how to develop strategies to manage and respond to risk and be empowered to build 
resilience online. 
 
The purpose of St Bede’s online safety policy is to: 

o Clearly identify the key principles expected of all members of the community with 

regards to the safe and responsible use technology to ensure that St Bede’s is a safe 

and secure environment.  

o Safeguard and protect all members of St Bede’s community online. 

o Raise awareness with all members of our school community regarding the potential 

risks as well as benefits of technology. 

o To enable all staff to work safely and responsibly, to role model positive behaviour 

online and be aware of the need to manage their own standards and practice when 

using technology.  

o Identify clear procedures to use when responding to online safety concerns that are 

known by all members of the community. 

 

This policy applies to all staff including the governing body, teachers, support staff, external 

contractors , visitors, volunteers and other individuals who work for or provide services on behalf of 

the school (collectively referred to as ‘staff‘ in this policy) as well as children and parents/carers.  

 

This policy applies to all access to the internet and use of information communication devices, 

including personal devices, or where children, staff or other individuals have been provided with 

school issued devices for use off-site, such as a work laptops, tablets or mobile phones.  

 

This policy must be read in conjunction with other relevant school policies including (but not limited 

to) safeguarding and child protection, data protection, anti-bullying, behaviour, data security, image 

use, Acceptable Use Policies, confidentiality, relevant curriculum policies including computing, 

Personal Social and Health Education (PSHE), Citizenship and Sex and Relationships Education (SRE).  

 
 
 
 
 
 
 



1.2 Writing and reviewing the E-Safety policy  
 
Our E-Safety Policy has been written by the school, building on the Kent E-Safety Policy and 
government guidance. It has been agreed by senior management and approved by governors.  
 
The Designated Safeguarding Lead (DSL) is the Headteacher (Deputy Headteacher in their absence)  

The Online Safety Lead is also the Headteacher as the roles overlap. 

The Online safety lead for the Governing Body is the Chair of Governors. 

This policy will be reviewed at least biannually by governors. 
 
1.3 Teaching and learning  
1.3.1 Why the Internet and digital communications are important  
The Internet is an essential element in 21st century life for education, business and social 
interaction. Pupils use the Internet widely outside school and need to learn how to evaluate Internet 
information and to take care of their own safety and security. The school has a duty to provide 
pupils with quality Internet access as part of their learning experience.  
Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. The 
purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to 
support the professional work of staff and to enhance the school’s management functions.  
 
1.3.2 Internet use will enhance learning  
The school’s Internet access will be designed to enhance and extend education.  
 
The school Internet access will be designed expressly for pupil use and will include filtering 
appropriate to the age of pupils, currently provided by ‘DurhamNet’, the County Approved Provider.  

 Pupils will be taught what Internet use is acceptable and what is not and given clear 
objectives for Internet use.  

 Pupils (with their parents) have to sign an agreed ‘Acceptable Use Policy’ contract when 
starting the school.  

 Pupils will be educated in the effective use of the Internet in research, including the skills of 
knowledge location, retrieval and evaluation.  

 Pupils will be shown how to publish and present information to a wider audience.  

 Pupils will be taught to acknowledge the source of information used and to respect 
copyright when using Internet material in their own work.  

 
1.3.3 Pupils will be taught how to evaluate Internet content  
The school will ensure that the use of Internet derived materials by staff and pupils complies with 
copyright law.  
As pupils mature through our school, they will be taught the importance of cross-checking 
information before accepting its accuracy.  

 Pupils will be taught to report unpleasant Internet content (including images, text etc that 
make them feel uncomfortable) to the member of staff in charge of the group of children. 
This information will then be logged by the E-safety coordinator, and dealt with 
appropriately.  

 
1.4 Managing Internet Access  
1.4.1 Information system security  

 School ICT systems security will be reviewed regularly.  



 Virus protection will be updated regularly by the school technician.  

 Security strategies will be used as advised by the Local Authority, linking to DurhamNet 
Filtering and actual access to the school network- Smoothwall which is monitored by Eve 
Alderson.  

 Additionally, remote data backup is in place  
 
1.4.2 E-mail  
Pupils do not access e-mail during school time. If e-mail accounts are set up, they may only use 
approved e-mail accounts on the school system. These are the Durham LA accounts 
1.4.3 Published content and the school web site  

 Staff or pupil personal contact information will not be published on the school website. The 
contact details given online should be the school office.  

 The headteacher will take overall editorial responsibility and ensure that content is accurate 
and appropriate.  

 
1.4.4 Storing and Publishing pupil’s information, images and work  

 All teaching staff have an encrypted memory stick. This will be used in the event that staff 
need to store a pupil’s information (short-term only) for use outside the school premises.  

 Pupils’ full names will not be used anywhere on a school Web site or other on-line space.  

 Written permission from parents or carers will be obtained before photographs of pupils are 
published on the school Web site.  

 Pupil image file names will not refer to the pupil by name.  

 Photographs of pupils should now be stored on the secure staff area, not on staff computers 
or memory storage.  

 Parents should be clearly informed of the school policy on image taking and publishing, both 
on school and independent electronic repositories.  

 
1.4.5 Social networking and personal publishing  

 The school will deny access to known social networking sites, and consider how to educate 
pupils in their safe use.  

 Pupils will be advised never to give out personal details of any kind which may identify them, 
their friends or their location.  

 Pupils will be educated regarding the risks linked to social network sites, in order to develop 
safe and responsible online behaviours.  

 Parents will be given signposts to websites where they can gain information on supporting 
and reinforcing the e-safety messages promoted within school.  

 Pupils will be advised to use nicknames and avatars when using social networking sites.  
 
1.4.6 Managing filtering  
The school will work with Durham LA to ensure systems to protect pupils are reviewed and 
improved.  
 

If staff or pupils come across unsuitable on-line materials, the site must be reported to the E-Safety 
Coordinator. Smoothwall has been installed so that the Computing subject leader and Headteacher 
can monitor internet use. 
 1.4.7 Managing videoconferencing & webcam use  
Videoconferencing should use the educational broadband network to ensure quality of service and 
security.  



Pupils must ask permission from the supervising teacher before making or answering a 
videoconference call.  
Videoconferencing and webcam use will be appropriately supervised.  
 
1.4.8 Managing emerging technologies  
Emerging technologies will be examined for educational benefit and a risk assessment will be carried 
out before use in school is allowed.  
The senior leadership team should note that technologies such as mobile phones with wireless 
Internet access can bypass school filtering systems and present a new route to undesirable material 
and communications.  

 Mobile phones must be handed to a member of staff and kept in the office to be collected at 
the end of the day.  

 The sending of abusive or inappropriate text messages or files by Bluetooth or any other 
means is forbidden.  

 The use by pupils of cameras in mobile phones is forbidden.  

 If staff need to use their mobile phones to contact parents / pupils (e.g. on residential school 
trips) they should withhold their number (a setting on the phone) to prevent parents / pupils 
gaining access to staff personal phone numbers.  

 
1.4.9 Managing a learning platform (LP)  
An effective learning platform can offer schools a wide range of benefits to teachers, pupils, parents 
as well as support management and administration. It can enable pupils and teachers to collaborate 
in and across schools, can share resources and tools for a range of topics, create and manage digital 
content and pupils can develop online and secure e-portfolios. In Durham the recommended 
learning platform is the Durham Learning Gateway, which our school has adopted. This is only 
accessed by staff at present. 

 SLT and staff will monitor the usage of the LP by staff regularly in all areas, in particular 
message and communication tools and publishing facilities. 



 Staff will be advised on acceptable conduct and use when using the learning platform. Only 
members of the current staff community will have access to the LP. All users will be mindful of 
copyright issues and will only upload appropriate content onto the LP.  

 When staff leave the school their account or rights to specific school areas will be disabled or 
transferred to their new establishment.  

 Any concerns with content may be recorded and dealt with in the following ways:  
 
a) The user will be asked to remove any material deemed to be inappropriate or offensive.  
b) The material will be removed by the site administrator if the user does not comply.  
c) Access to the LP for the user may be suspended.  
d) The user will need to discuss the issues with a member of SLT before reinstatement. e) A pupil’s 
parent/carer may be informed.  

 A visitor may be invited onto the LP by a member of the SLT. In this instance there may be an 
agreed focus or a limited time slot.  

 
1.5 Policy Decisions  
1.5.1 Authorising Internet access  
All staff within school must read and sign the ‘Staff ICT Use’ document before using any school ICT 
resource.  
1.5.2 Assessing risks  

 The school will take all reasonable precautions to prevent access to inappropriate material. 
However, due to the international scale and linked nature of Internet content, it is not possible to 
guarantee that unsuitable material will never appear on a computer connected to the school 
network. The school cannot accept liability for any material accessed, or any consequences of 
Internet access.  

 The school should audit ICT use to establish if the E-Safety policy is adequate and that the 
implementation of the E-Safety policy is appropriate and effective. This will be done via pupil 
interviews and staff discussions.  
 
1.5.3 Handling E-Safety complaints  

 Complaints of Internet misuse by pupils will be dealt with by the headteacher.  

 Any complaint about staff misuse must be referred to the headteacher.  

 Complaints of a safeguarding nature must be dealt with in accordance with school child protection 
procedures. Mrs Alderson (Headteacher) is our Designated Safeguarding Lead 
 
 
1.5.4 Community use of the Internet  

 The school will liaise with local organisations using our facilities to establish a common 
approach to E-Safety.  

 
1.6 Communications Policy  
1.6.1 Introducing the E-Safety policy to pupils  

 Rules for Responsible Use of ICT will be posted in all rooms where computers are used and 
discussed with pupils regularly.  

 Pupils will be informed that network and Internet use will be monitored and appropriately 
followed up.  

 All staff have been given training in E-Safety by a local authority advisor. All staff also have 
had appropriate Safeguarding training.  



 E-Safety education will be embedded within the ICT scheme of work. This will be a focused 
period of time each year and given a high profile.  

 
1.6.2 Staff and the E-Safety policy  

 All staff will have access to the School E-Safety Policy and its importance explained.  

 Staff must be informed that network and Internet traffic can be monitored and traced to the 
individual user.  

 Staff will always use a child friendly safe search engine when accessing the web with pupils. 
(e.g. www.yahooligans.com www.askids.com http://kids.aol.com/KOL/ . If using GOOGLE, 
ensure safe search is at highest level – go to ‘Preferences’ ‘Safe Search Filtering’ Strict 
Filtering  

 
1.6.3 Enlisting parents’ and carers’ support  

 Parents’ and carers’ attention will be drawn to the School E-Safety Policy in newsletters, the 
school brochure and on the school Web site.  

 The school will maintain a list of E-Safety websites for parents/carers. These will be issued to 
all new parents.  

 The school will ask all new parents to sign the “Responsible use of ICT” parent /pupil 
agreement when they register their child with the school.  

 
Personal Data  
1.6.1 Protecting personal data  
Personal data will be recorded, processed, transferred and made available according to the Data 

Protection Act 1998 and in line with GDPR recommendations. 

Durham Support and Guidance 

Durham LA Safeguarding team 

EDA with responsibility for online safety 

Paul.Hodgkinson@durham.gov.uk 

03000 265841 

Pauline.Stewart@durham.gov.uk  

 

Durham Police:  

In an emergency (a life is in danger or a crime in progress) dial 999. For other non-urgent enquiries 

contact Durham Police via 101 

 

Information and advice on CSE 

http://www.eraseabuse.org/ 

Durham Local Safeguarding Children Board (LSCB): http://www.durham-lscb.org.uk/ 

ICTSS - ICT Support for Durham Schools 03000 261100 

National Links and Resources 

Action Fraud: www.actionfraud.police.uk 

BBC WebWise: www.bbc.co.uk/webwise 
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CEOP (Child Exploitation and Online Protection Centre): www.ceop.police.uk  

ChildLine: www.childline.org.uk  

 Childnet: www.childnet.com  

Get Safe Online: www.getsafeonline.org 

Internet Matters: www.internetmatters.org 

Internet Watch Foundation (IWF): www.iwf.org.uk 

Kent e–Safety Blog: www.kentesafety.wordpress.com  

Lucy Faithfull Foundation: www.lucyfaithfull.org 

Know the Net: www.knowthenet.org.uk 

Net Aware: www.net-aware.org.uk  

NSPCC: www.nspcc.org.uk/onlinesafety 

Parent Port: www.parentport.org.uk 

Professional Online Safety Helpline: www.saferinternet.org.uk/about/helpline 

The Marie Collins Foundation: http://www.mariecollinsfoundation.org.uk/ 

Think U Know: www.thinkuknow.co.uk  

Virtual Global Taskforce: www.virtualglobaltaskforce.com  

UK Safer Internet Centre: www.saferinternet.org.uk 

360 Safe Self-Review tool for schools: https://360safe.org.uk/  

Online Compass (Self review tool for other settings): http://www.onlinecompass.org.uk/ 

http://www.ceop.police.uk/
http://www.childline.org.uk/
http://www.childnet.com/
http://www.getsafeonline.org/
http://www.internetmatters.org/
http://www.iwf.org.uk/
http://www.kentesafety.wordpress.com/
http://www.lucyfaithfull.org/
http://www.knowthenet.org.uk/
http://www.net-aware.org.uk/
http://www.nspcc.org.uk/onlinesafety
http://www.parentport.org.uk/
http://www.saferinternet.org.uk/about/helpline
http://www.mariecollinsfoundation.org.uk/
http://www.thinkuknow.co.uk/
http://www.virtualglobaltaskforce.com/
http://www.saferinternet.org.uk/
https://360safe.org.uk/
http://www.onlinecompass.org.uk/

